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English

This is the documentation for Heltec Cloud Server .

Cloud Server 1


https://cloud-platform-docs.readthedocs.io/en/latest
https://cloud.heltec.org
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CHAPTER 1

Cloud Server [fEN]]

English

1.1 %

Cloud Server jg—/MA] B HIREFF 42 LoRa =55, AS DUTH 7S T A Bk i XA 25 i 55 4% -

NG EMIKS, RIZIKS, RIRGFARIKS, BUEERER R



https://cloud-platform-docs.readthedocs.io/en/latest/quick_start.html
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1.2 ZFR/EM

FTFF ) U 24 ARIdE http:/cloud.heltec.org, {REFSFRPATRM, S Register/Login .

Heltec Cloud Server

Heltec
Cloud Server

UDP

HTTP
L e

LuRa@ Gateway(packet Forwarder) U

[:I vool HTMDT 30| HT-m02

DOF-LH

ToRaWANS®

I-wire/5PI/I2C/UART/RS-485/GPIOfADC/DAC

Pet tracking, street light control, household appliance control, safety protection, fire alarm,

natural disaster protection, automatic irrigation, smart agriculture, smart factory, ete.

A simple and fully functional LoRa cloud server can help you do your
work better. The heltec.org account can be used to log in to the cloud
Sserver.

&~

Register/Login Documents

AR E A heltec.orgiy k-5 7] DAEL B A IEBIH P24 R8RS, s LoG IN . AR, FEeHM, W
AFBE RN P4, BRI, S REGISTER SEMGEM, W] ABZIE % .
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http://cloud.heltec.org
https://heltec.org
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Login

USERMAME OR EMAIL ADDRESS *

PASSWORD *

m [ Remember me Lost your password?

~

1.2. ZREM 5
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Register

USERNAME *

EMAIL ADDRESS *

PASSWORD *

Your personal data will be used to support you, manage access to your account, and

other uses described in our privacy policy throughout your experience of this website.
-

IS AR ERIR TCE S SR, AR S JE T B R

1.3 EFIRER

HEAFEIG, BRI 2 B, I As923 .
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1 Gateways

1.4 SIBMX

WK 5 i Gateways->GatewaysCreate Ji, EH I A %P GENERAL /L, IHEMMVAEE, T
SRR WMEI, RSO P, RSB WA Ny, i CREATE GATEWAY 57 i b ¢ 22 .
L INAN(

I Gateways

GatewaysList

Location

GatewaysCreate

14. QA% 7
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GENERAL TAGS METADATA
Gateway Name*
gatewayName y
Only contain words, numbers and dashes

Gateway Description *

gatewayDescription | 4 -
A DrieT descripton

Gateway ID*

Oc 7 3d 51 c0 5b 78 2b [4F MSB (™
The ID is unigue

Network Server: AS-01

ADD BOARD CONFIGURATION | CREATE GATEWAY

1.5 gIENA

WK midi Apps->AppsCreate J&, fEHBAYF TG NVAEE, T RPIIEIOYDIEI, H AT,
FEEW, s CREATE APPLICATION SgJSf&E. I FRfi.

8 Chapter 1. Cloud Server {#iEA 7]
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AppName

App Description * {

AppDescription]|

Service Profile ID: AS923

None -

CREATE APPLICATION

1.6 IR

WK ik Apps->AppsList Ji, S&FIZmFENCEEFHNH ORFIFH AppName), SEE.

& ]

oo APPS

AppsList

Service-profile Description

27 AppName ASGZ3 AppDescription
TEH PR P 12E£E DEVICES 32, i CREATE A5 5,

1.6. BIBHR 9
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DEVICES APPLICATION CONFIGURATION INTEGRATIONS

Last seen Device name Device EUI Device profile Link margin Battery

Heff GENERAL B, SHEMWAYEE , FIHEIPUASEIUN IR, HAEIU W 165, i CREATE DEVICE

o

GENERAL VARIABLES TAGS

Device name
V'
DeviceName

The name may only contain words, numbers and dashes

Device description * (

DeviceDescription

Device EUI®

fc 94 53 67 be 02 3a 04 » MSB (¥
Device-profile * .

oTAA/CLASS-A | .

[]] Disable frame-counter validation

Mote that disabling the frame-counter validation will compromise security as it enables people to perform replay-attacks.

| CREATE DEVICE |

g T i) Device-profile I, HERITTREM Key 80 LoRa W EEE . FliN, AURIRFIEE
Device-profile S OTAA/CLASS-A I NH/N:

10 Chapter 1. Cloud Server A7
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DETAILS CONFIGURATION

KEYS (OTAA)

Application key *

d1d8eccf592009253567 1551 5aa5dc70

ACTIVATION

DEVICE DATA

LORAWAN FRAMES FIRMWARE

mss C O ®©

For LoRaWAN 1.0 devices. In case your device supports LoRaWAMN 1

)

n Aonlica

en Application key

c04c242ec25c28519b85d59d22d1d8 2b

mse & [ ®©

For LoRaWAN 1.0 devices. This key must only be set when the devic

this field blank.

mplements the remote multicast setup specification / firmware updates over the air (FUDTA). Else leave

SET DEVICE-KEYS

1.6. SBIBTR

11
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CHAPTER 2

MQTT {T5

English
X2 Cloud Server 5 MQTT i 21T [ 1) SCAY.

2.1 MQTT iTigREAN]

211 BE

Mg;zT—T’Tﬁ Je—FhELT TCPAP () & A/ AT WML, W DAERE KR TR AL R A5 8 f . S BRI BT R
N AAML

IS RS 2 MQTT.fx 1.7.1 Fil Python 3.8.5

2.1.2 €A MQTT.fx ITRIHS

T3k MQTT.fx

MQTT #= X\ Cloud Server

AT 7R R G B R

13


https://cloud-platform-docs.readthedocs.io/en/latest/MQTTsubscribe/index.html
http://cloud.heltec.org/
http://mqttfx.jensd.de/index.php/download
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@ MOTT.fx - 1.7.1

W Extras  Help

local mosquitto

RO EWS Subscribe  Scripts  Broker Status Log

2 | homeSgarden/fountain - Publish

BT RENEEFE, Hrh Broker Address Bk il B Byt i i) IR 45 ae ik, i 11 -5 BOA
1883, 1#E User Credentials Hy AIKSHIY, Hii oK.

|87 Edit Connection Profiles

Profile Name | local mesquitto

Profile Type  MQTT Broker

MQTT Broker Profile Settings

| Broker Address | euo1.cloud heltec.ore | I “

| Broker Port | 1383 [l -
Client 1D | 4500 Sl 0 NS Generate

General BUESH&CGEIEEN SSL/TLS  Proxy  LWT
|)ser Name | summems /

| Password [ seesnsenne l |’

#iili Connect EEFIRS 4. EENINEESHEATH - MRS

14 Chapter 2. MQTT T


https://cloud-platform-docs-zh-cn.readthedocs.io/zh/latest/quick_start.html#id3
https://cloud-platform-docs-zh-cn.readthedocs.io/zh/latest/quick_start.html#id2
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@ MQTTfx - 1.7.1

#1=8 Extras Help

™ )
- local mosquitto

I Subscribe

home/ garden/fountain

T o |

Scripts  Broker Status

Disconnect

- o =

Log

\

| T

Disconnect

L
s  BrokerStatus Log
ITRER
W it subscribe -> scan, FRHEAR R
@ MQTTHa-1.7.1 - O
File Extras Help
‘ - a Disconnect / i‘.
Publish Scripts  Broker Status  Log
o
T - [ ) Qos1 | QoS2 v
l
b
4

E

S —

Topics Collector (0}

Scan

Payload decoded by

[ 0UB Y Retained J

21. MQTT iTiRBEN]
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U F R EEEIE, FFAAE scan HAEBIEE

@ MOTTf - 1.7 - O >

File Extras Help

‘ = TTTTTiIT - # Disconnect “.

Publish Scripts  Broker Status  Log
- Subscribe Qos1 Qos2 Autoscroll i
| Subscribe | «lb
E
F
[ e g
Jdevice/225 | w3880/ 1% [ oue [ Retained
Payload decoded by

Pt —AE AR AR R, MAARICE R IT FE B EAA R, Rre BoRTEdRR:. PR R BT F Y 2
application/4/device/22........ 09/rx

16 Chapter 2. MQTT 1{Ti&
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@ MQTTHx-1.7.1 - O X

File Extras Help

‘ Disconnect “o
Publish m Scripts  Broker Status  Log

application/4/device/22! 9 1 application/4/device/2. S r 1
Dumgp Messages Ll Unsubscrie ] Qos 0
application/4/device/Z E—— 1 X 2
Qos 0
application/4/device/27 e LS 3
Qos0 |
Topics Collector (3) Stop | aiw
lication/4/device/27 e ———
application/4/device/223% w= wem———0/error LS ELE evic m 3
application/4/device/2232 m mss=)9/join 28-07-2020 16:55:56.60956263
application/4/device/22350 EEEEEEE2/1x i"applicat D":"4&","applicationName”: "¢ 17, "device 8" 5", "devEUI": "3 =2
| 3 pmmmemo”  "rxInfo”:[{"gatewayID" : "y i 2 by

ion™:{"latitude”
,"dr":2},"adr" :true,”

al e”:587.11

Payload decoded by = Plain Text Decoder -

2.1.3 {#f Python A iTE MQTT

"N pyhton JFTRE/E L NI A pip install paho-mgtt python-etcd ZE3ifibe
EEEE

PN BARIEBUSEE A Cloud Server [ IS5 FI# 1Y

def client loopi):

. Bl

client. on messzage = on _meszage
client. connect (HOST, PORT, &0)
client. loop forewver ()

TR Bl 8 O AR AT N A

2.1. MQTT T RENT] 17


https://www.python.org/downloads/
http://cloud.heltec.org
https://cloud-platform-docs-zh-cn.readthedocs.io/zh/latest/quick_start.html#id2
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def on_connect (client, userdata, flags, rc):
- - : » 5

client. subscribe ("application/ 4,/ device/ 2238 19 rx™)
def frlient  nzerdats msg‘l -
F HOST & 2 A ride i B () i 55 btk i 15 BRIA 1883,
if __name == ' main__’

HOST
PORT

1583

“enll. cloud. heltec. org” ‘

18
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1

11T python &

| & *Python 3.8.5 Shell* - O *

File Edit Shell Debug Options Window Help
Python 3. 8.5 (tags/v3. 8. 5:580fbb0, Tul 20 2020, 15:67:54) [M5C . 1924 64 bit (AN

DE4)] on windZ2
Type "help”., “copyright”, “credits” or “license()” for more information.

ek

EESTART: C:\Uzerz' o “Downloads‘\mott-reciver.py

Connected with result code 0

appl: " - [ 8809 rx: {"applice? fm T #" "applicationfame”
S Cubgy e dELLln I L ool L VdewEUIY Y2232 e, [ZInfo”: [[Mgateway
I *b :dealle”, "uplinkID”: “ecal9fc¥-48a4-4515-8235-acT69dchcdTe”, “name™:
“HT-MEE ., “rz=i”:—-86, "1oRasNE": 6. 8, "location”: {"latitude”: 0, *longitude™: 0, "altitn
de”: 011, “txInfo”: [“frequency™: 367700000, “dr™: 5}, Yadr”: true, "fCnt”: 0, "fPort”: 2, "
data”: "LADMOOCIuEcKfhIEES4=", "object”: {"zensor”: {"altitude": 585, 9701635085928, "
re: Y ooddg, “temperature”: 25. 5, "voltge” 4398} 1}

20 12

applic e cis | B mow ST0F EEEET 19rx: {"applicationID”: §", “applicationName”
SYCubele.. , aovwiceName™: “AB02SY, “dewEUI": 2 09, “rxInfa”: [{“gateway
ID": “b827eb " te”, uplinkID”: Y 472624cd-00 L 2ha o0 To-b3781ad0EbcAY, Tname”
"HT-MHX", “r=s1 —9d, "1oRaSNE": -4, 3, “location™: {"latitude™: 0, "longitude™: 0, Yaltit
ude”: 0} 1], “txInfo®: {"frequency™: BATTOO0000, “dr”: 4], “ade”: true, “fCnt”: 1, “fFort”: 2,
“data”: " ImbEQVCFuEfRchJEER4=", "obhject”: {*zen=zor”: {"altitude”: 586, TH400634TABES, ©
pres-ura’ s BT “tegperature’; 26, 29999923706054 7, “voltee”: 4382111

2021

Ln: 10 Col: 0

21. MQTT {TiIBENIT]
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